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What is he talking about?

» In this session we discuss

How you can check if you system is working well

How you can reduce the risk of unexpected downtime

How you can improve the performance of your server
How you can reduce the cost of running your server

How you can more easily monitor your system

vV vV v v v'.Y

How you can look back in time to find the cause of problems

» All without paying any extra for third party tools or services




But first a Disclaimer

» You may be used to seeing IBM Disclaimers
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This is mine
» | tried ever so hard to get it right

» “Opinions are like buttocks - Everyone has them!”

» You are hearing mine, not the i-UGs, not Common’s, not IBM’s

» My opinions are not necessarily right - But then again neither are yours
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All material presented is done so on an “as is” basis and
is mostly correct at the time of presenting them, | hope.
This is only intended as a guide to get you going.




Is IBM 1 bulletproof ?
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Yes - but it still needs a little TLC



There is a time & place for everything

Example: If you are boarding a plane,
what is the last thing you want to see?
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TLC - Tender Loving Care for

Good News:
It is not difficult
It does not take long

You can do it yourself for free!

Make a little time for your IBM i




What is the number 1 cause of downtime?

Cabling - Both Network and Power
Keep it tidy
Keep it off the floor
You need access to the server
You need to be able to trace the cable |

Your messy cabling may work today
But it is a disaster waiting to happen



Minimise Electrical Problems

No Electrical Power = No IBM
Power

Your server has dual power supplies

Connect these to alternate power feeds
If in a data centre then use alternate PDUs
If on premise use UPS and utility mains

If you have a UPS make sure you test it
Does the battery last as long as you think?
Typical battery life halves over 2 years

Does the serial cable signal a shut down?




Minimise Network Problems

No Network = No IBM

Since POWERS5 all servers have dual ethernet
Since IBM i 5.4 we have had virtual ethernet
Since IBM i 7.1 we have had aggregated etherne
Yet so many IBM i Servers still use a single NIC p
Both Virtual and Aggregated Ethernet are Free

Either can protect you from single point of
failure in your ethernet cables or switches




Environment

Physical Environment is important

Operating temperature range 5 - 35°C

Recommended temperature range 18 - 27°C

Protip: Check your thermostats
You might be paying too much for Air conditionin
You can run your servers 22 - 25°C




Environment

Other Physical Factors

Humidity - Computers hate humidity

Dust - Dust is the enemy, your server is a hoove

Protip:
You best way of cleaning is an AirDuster




Use the Dashboard

Dashboard
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If it’s GREEN your system is clean
Tip: Use MSGW in you Jobs filter




Use the Dashboard

Dashboard
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If it is RED then you need to investigate




High Disk Usage Warning

» Click on the Dashboard tile for more detail
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Nav for job detail

--- Select Action ---
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Use System Monitors

Create New System Monitor

Wide variety of monitors available

Metrics
Available Metrics:

M | Metrics |
M on ItO rs can trlgge r p rogra ms M _ Communications Line Utilization (Average) i

| Communications Line Utilization (Maximum)

| LAN Utilization (Average)

| LAN Utilization (Maximum)

You can set thresholds for triggers " | Disk Response Time (Read)

 Disk Response Time (Write)

~ Disk Arm Utilization (Maximum)

| Disk Storage Utilization (Average)

. Disk Storage Utilization (Maximum)

| Disk Arm Utilization for System ASP (Average)

' Disk Arm Utilization for System ASP (Maximum) «

< Back] Next >J Finish] Cancel



Setup a Monitor for Disk Busy Usage > 15%

General
#Name

Create New System Monitor

[DiskBusy15

Description [Disk Busy GT 15% 2 mins |
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Use Visualise Monitor Data

Select System Monitors
Right click DiskBusy35, select Visualise Monitor Data

System Monitors - 192.168.100.17
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Scroll Back Through time with slider at the bottom

Protip: You can jump to PDI for problem job details



Establishing a baseline

» Best Practise is to know you system
» Record how a system looks when working well
»This gives you a base line to compare against
» It helps to illuminate false positives

»And it nearly always shows you something you
were not expecting!

» Protip: Check out 5733ARE — now its free!




Establishing a baseline

If you have 7.3 then use the Graph History
This shows rolling history for 30 days
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If you are running 7.1 or newer then use PDI
This shows one graph per day
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Health Indicators

Regularly check your health indicator graphs
They will show you when issues start to appear

System Resources Health Indicators
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Health Indicators
» If the top level Heath Indicator shows a prob

» Then Drill down to next level
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Enhanced Performance Tools

» Keep drilling down until you find the proble
job or jobs. Then you can work out a solution

Waits by Job or Task
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Change Service Attributes (CHGSRVA)

Type choices, press Enter.

Critical messages to user ¢ & A xSYSOPR ] Name, xSAME, xSYSOPR.
xSECOFR
* SECADM
*x PGMR
+ for more values xUSER i




% CPU used
Elapsed time
Jobs in system

% perm addresses
% temp addresses

Sys Pool Reserved

Pool Size M Size M
| 2807 .51 1448 .30
2 51874.10 4.72
3 6143.98 .00
4 614. 39 .00

*MACHINE

System ASP .

% system ASP used
Total aux stg

Current temporary u5ed
Peak temporary used

Subsystem Library

* INTERACT
xSPOOL

1702 G
57.1487
1702 G
10254 M
17109 M

Paging
Option
*xFIXED
*CALC
*CALC
xCALC




Check for Damaged Objects

Often these lie hidden on your system

They tend to appear on infrequently run processes
Especially Go Save 21, or Application Upgrades

You can check for them using the free ARE disk checker

Start from QSHELL command line (STRQSH)
/QIBM/ProdData/0OS/0SGi/templates/bin/areVerify.sh -storage diskUnits=*ALL

Protip: This process is disk intensive, do not run at busy times



Running

Running

Running

Network

Summary

QSH Command Entry

plugin Network Verifier

plugin Network Configuration Checker

plugin Product Verifier
Running plugin Network Configuration Checker

Info: The FQDN is not the first entry for the ass

verification completRunning plugin Product Verifier
> Total number of product items checked: 1

report written to //

Detailed r‘epor‘t Wwritten to /Administration Runtime Expert completed with:

$

Plugins run: 4
Items checked: 1
Error: 1
Warning: 0O

Info: 1

Protip: If your Navigator for i runs slowly, run this tool!

ociat




Change SNTP Attributes
Type choices, press Enter.

Remote system . . . . . . . . . '192.168.100. 152"

+ for more values ‘'uk.ntp.pool.org’

>lient autostart . . . . . . . . xYES xSAME, xNO, xYES

>lient poll interval . . . . . . 60 1-1440 minutes, xSAME

lient minimum adjustment . p40) 0-300000 milliseconds. ..

lient maximum adjustment . p40) 1-120 minutes, xSAME

“lient adjustment threshold W xMAXADJ 1-7200 seconds, xSAME, xMAXADJ
“lient activity log L * CHANGE xSAME, xNONE, xCHANGE, xPOLI
sServer autostart . « « « « & w *NO *xSAME, xNO, xYES

Server activity log e T xNONE xSAME, =xNONE, =xALL, xERROR
Sunchronization required . . . . xNO xSAME, =xNO, xYES

(
(
C
C
(
(

Protip: You can use your Windows Domain Controller as remote NTPS



Automate Daylight Saving Adjustment
» Let you system change the clock for daylight saving

IBM® Navlgatorforl Welcome gsecofr Target system: 10.1.1.1 Help | Logout L-.I

Welcome

Welcome 3 || Time Management X

lSearch Task

IBM® Navigator for i Welcome gsecofr Targe
B IBM i Management e Current time
[ - ifier: Welcome "
[ Target Systems and Groups Identifier: Q Welcome | Time Management X
[ Favorites Name: & ’Search Task
i i . Edit Time Zone QD000GMT2 - Localhost
@ System Available time z B 18M | Management e ‘
@ Monitors e ez @ Target Systems and Groubs | General | @Enable Daylight Saving Time I
[ Basic Operations [E] lg HlFavorites Daylight Saving Time Daylight Saving Time name
@ Work Management Select l Idel @ system - . exili
Bl Configuration and Service O Qo0o(| [ Monitors @ Use system gen:er: ESHaMS
- (® Use name specified in message
= System Values [ Basic Operations ® P 9
= Time Management < C QOO( @ Work Management Message ID: [CPX0912 |
= Disk Units € B Configuration and Service Note: Specify message file on General page.
= Disk Pools o Q00( « System Values () Use specified name
= Partitions o QNo. = Time Management Full name: [British Summer Time
= Create Partition = Disk Units Abbreviated name: [BST
) NO: = Disk Pools
@ Software C Q o (Start |
M Dranram Tamnarans Eivae = Partitions
= Create Partition
[@ Software Honth: ‘7’43@1 e
[ Program Temporary Fixes Day: 'Sunday v |
@ All Tasks Occurrence of day in month: \ Last ¥
@ Network | Time: [2:00:00 AM Example: 12:30:00 PM )
@ Integrated Server AdministrE:ic End Y
@ Security
[ Users and Groups Month: | October ¥
Database ———
El Datanes Day: ' Sunday V|
[ Journal Management o - " e =
i th:
Bl Parformance ccurrence of day in mon ‘ Last ¥ ‘
[ File Systems Time: 2:00:00 AM Example: 12:30:00 PM
« Internet Configurations Daylight Saving Time shift (0-120): 0-120 minute
'@ Settings |
_OK J|




Check number of jobs in system

Having too many jobs can slow your system down
Record the normal level in use, track changes
As the number increases it can slow your system

If the number gets too high it can stop your system

Step 1 — Check number of jobs in job tables DSPJOBTBL
Step 2 — Make sure QTOTJOB is more than normal level
Step 3 — Set QADLTOT!I to be at least 10% of QTOTJOB

Permanent job structures: Temporary job structures:
Initial . . . . : 5000 Initial . . . . : 200
Additional . . . : 500 Additional . . . : 50
Available . . . : 2523 Available . . . : 41
Total - 9000 Storage used . . 64.71 M

Max imum L. 163520

Entries
Table Available In-use Other
1 9245440 2523 6476 1




Remove old Spool files

This is usually the most effective way of reducing
the number of jobs in a system

Use WRKOUTQ / CLROUTAQ for Bulk removal
Download Free DLTOLDSPLF tool for targeted removal

DELETE OLD SPOOLED FILES (DLTOLDSPLF)

Type choices, press Enter.

> QSECOFR Name, xALL

Output Queue: Name, XxALL

Library Name: i Name, xLIBL, xCURLIB...
Last Deletion Date: > 30@416 Date

ProTip: Free Download from link below
http://www-01.ibm.com/support/docview.wss?uid=nas8N1019285



General Tips for removing Crud
Check QGPL for Save Files

Check /tmp for temporary objects
Check the number of Audit Journal Receivers you have
Look for obvious duplicate libraries e.g. SBLIB & SBLIB1
Check for old Image Catalogues (WRKIMGCLG)
Permanently Apply PTFs (APYPTF *ALL *PERM)
Check for old Network Storage Space (WRKNWSSTG)

Link
Server Seq Type Access




Print

Type choices, press Enter.

Type of report >
ASP dewvice
Libraries
Objects .
Object types S
+ for more walues
Smallest size
Sort by

D7T0S51 V/IR2MO

Library
CHORUSEADB
CHORUSETDB
CHORUSSVF
CHGDGHKFF
CHGDGHTEST
CHGDGHTOLD
CHXAP

HMMX JRN@R
BGTEMP
CHSKFFDTF

Disk Information (PRTDSKINF)

*LIB *LIB, =*FLR, =x0WHN, =0BJ, =x5Y¥%5

x5SYSBAS Name, =x%5YS5BAS

*ALL Name, genericx, xALL

*NONE Name, genericx, =*xALL, =NONE

*xALL *ALL, =ALRTBL, =xAUTL. ..

100000 Size 1n 1000 bytes

*5S17E *STZ2E, x0WNER, xLSTCHG. . .

Display Spooled File
QPEZDISK Page/Line 4/1
+1 Columns - 78
B - A B - T T - T A A
Disk Space Report
140418
Library Information
% of Size in Last Last

Owner Disk 1000 bytes Change Use
QPGMR 3.30 396780720.1 10411717 11711717
OPGMR 5.86 99720958.0 21/04/717 27/06/717
QPGMR 5.41 92082135.0 1011717
QPGMR 4.15 70659203.1 1011717 11/11/17
QPGMR 3.22 54865272.8 16/05/17 27/06/71°7
OPGMR 2.508 43875450.9 19/11/16
QPGMR 2.58 43847073.8 1011717 11711417
KINGSLEY 1.04 17680969.7 1211717 11/11/17
QPGMR .47 8014577.7 19/11/16
QOPGMR .42 094497 .3 111717 11711417
MIMIXO0WN .39 6646358.0 1211717 12711717

More.



Tidy up your IFS

RTVDIRINF / PRTDIRINF are useful if you know where to look

» ProTip Try QSRSRYV tool if you don’t know where to start
CALL QSRSRV PARM("METRICS" /' "EPFS")
Analyse the Entire IFS with a single command
Output is a spool file but easy to import into DB2 or Excel

DATA ALLOCATED
LINK DFRD SIZE IM SIZE IN DIRECTORY
COUNT LINKS K BYTES K BYTES NAME
<] ] 24 72 /yajl/working/src_backup/api
28 8 159 328 fyajlfworking/src_backup
116 8 34 984 /yajl/working/test/cases
4 8 oB 112 fyajl/working/test
2 8 4 16 /yajl/working/verify
17 ] 181 176 fyajl/working
4 a 64 64 fyajl
a8 e a8 8 /virdos
1@ a 25797384 25838656 /vir2ptftr7
3 8 17456 18784 /vir2iccptf
TOTALS FOR /
TOTAL TOTAL
TOTAL TOTAL DATA ALLOCATED
LINK DFRD SIZE IN SIZE IN
COUNT LINKS K BYTES K BYTES
169776 a 68828525 71265228
*STMF *DIR *SYMLMK  *FIFO *SOCKET *BLKSF *CHRSF  *DDIR *DSTMF *SOMOBJ *0OPOOL  OTHER
148934 16454 4255 g 28 8 le4 ] ] <] 8 ]
Total mounted UDFSs: @8;  Total Unmounted UDFSs: ]
Objects per Directory - Max: 1989; Average: 1@

Max Directory Depth: 12; Max Directory Width: 256




A

File Edit View Communication Actions Window Help
B B} BE Y e S 2
Reclaim DB Cross-Reference (RCLDBXREF)

Type choices, press Enter.

BREION = = « 5 5 F oE S % % 5 @ xCHECK, xFIX

File Edit View Communication Actions Window Help
@ EBg BEE Y 2 S 2
Reclaim DB Cross-Reference (RCLDBXREF)

Type choices, press Enter.

BOEION: 5 = s v o 2 5 & 5 &3 & & @ xCHECK, xFIX
Library d B O % O R e 8 BoW e Name, xERR




What Services are you using?

If you don’t use it, disable it

TCP/IP Servers - 192.168.100.17

e | @ v 5 | Actions ¥

For example: No filter applied
D Name Status Description

If you move to SFTP D 5 BootP Stopped BootP Server
[ o BootP DHCP Relay Agent Stopped BootP DHCP Relay Agent

Why not Disable FTP D JE‘EDDM Started DRDA DDM Server TCP/IP

D ’ﬁﬁ DHCP Stopped Dynamic Host Configuration Protocol
D % DLFM Stopped Datalink File Manager
D ’ﬁﬁ EDRSQL Stopped Extended Dynamic Remote SQL
D :ﬁs FTP File Transfer Protocol
M “Io HTTP Administration Started HTTP Server
D ’ﬁ; IAS Stopped Integrated Web Application Server
D zﬁﬁ IBM i NetServer Started IBM i Support for Windows Network Neighborhood
D % IBM Tivoli Directory Server for IBM i Started IBM Tivoli Directory Server for IBM i (LDAP)
D ’ﬁﬁ INETD Stopped Internet Daemon (INETD) Super Server
D % LPD Started Line Printer Daemon
D ’ﬁﬁ Management central Started Management central
D ?E NFS Stopped NFS Server
D =ﬁgOMPROUTED Started OMPROUTED
D ?; POP Stopped Post Office Protocol
D ’ﬁﬁ QoS Stopped QoS Server
D ?E RADIUS NAS None RADIUS Network Access Server
D ’ﬁg Remote Execution Stopped RExec
D o RouteD Stopped Route Daemon
D % RPC Stopped Remote procedure call
| %5 service and Support Proxy Stopped Service and Support Proxy




Display Installed Licensed Programs
System: KFF&811(

Licensed Installed
Program Status Description
5770JV1 xCOMPATIBLE Java SE 6 64 bit
7¥TOIV1 *xCOMPATIBLE Java SE 7 32 bit
5770JV1 xCOMPATIBLE Java SE 7 64 bit
S5770PT1 xCOMPATIBLE IBM Performance Tools for i

S57fOPT1 *COMPATIBLE Performance Tools - Manager Feature
S7f0OPT1 *COMPATIBLE Performance Tools - Job Watcher
LAi7AN * COMPATTREIL E IBM _Query for i

0 f335C1 * INSTALLED IBM Portable Utilities for 1

D¥335C1 * INSTALLED OpenSSH, OpensSSL, zlib

offOST1 *COMPATIBLE DB2 Query Mgr and SQL DevKit

5770OTC1 *COMPATIBLE IBM TCP/IP Connectivity Utilities for




SECTOOLS Security Tools
Select one of the following:

Work with profiles
1. Analyze default passwords

2. Display active profile list
3. Change active profile list
4

Analyze profile activity

Display activation schedule
Change activation schedule entry

Display expiration schedule
Change expiration schedule entry

Print profile internals

Selection or command



Protip: SecTools is a starting point but not a silver bullet solution

PRTUSRPRF TYPE(*AUTINFO) SPCAUT (*ALLOBJ)

User Group *ALL *AUD SYS xJOB xSAY xSEC xSER xSPL User
Profile Profiles 0BJ L1 CFG CTl SYS ADM VICI CTL Class
QLPAUTO *NONE X X X *SYSOPR
QLPINSTALL *NONI X X *SYSOPR
USECOFR *NONE A X *SECOFR
OSECOFR1 *NONE A X *SECOFR
QSYS *NONE X { *SECOFR
ROWTON *NONI X X *SECOFR
ZENDADMIN *NONE X X *SECOFR

AUTHORIZATION_NAME | STATUS NO_PASSWORD INDICATOR | PREVIOUS SIGNON TEXT_DESCRIPTION

QLPAUTO “ENABLED  NO - [BM-supplied User Profile

QLPINSTALL "ENABLED  NO - IBM-supplied User Profile

QSECOFR “ENABLED  YES 2015-09-20 13:05:04,000000 | Securty Otficer

QSECOFR1 *ENABLED  [YES 2015-09-20 14:29:08.000000  'Security Officer

QSYS “ENABLED  |NO - Internal System User Profile

RO T O *EMNABLED [1715-09-210 14-5a:5T (0000 Rowrtnin Sunnod

*ENABLED 2015-09-20 14:29:52.000000  Has AllObj because Rowtan is Graup Profile

NDADMIM NMABLED M) - end server Administrator

IBM i Services gives you a better answer. In this case, user SURPRISE inherits it’s *ALLOBJ
super powers from its Group Profile ROWTON. It does not have *ALLOBJ specified in its
own right, so does not show up on the PRTUSRPRF That doesn’t stop this user from having
full access to every object on the system!



Apply Program Temporary Fix (APYPTF)
Type choices, press Enter.

Product . . . . . . . . . . . . @ for list

Release e *0ONLY, VxRuyMz, wvrrmm

PTF numbers to select e Character value, =xALL
+ for more wvalues

PTF numbers to omit .. Character value

+ for more wvalues
Extent of change . . . . . . . . Xperm *TEMP, =PERM
Delayed PTFs . . . . . . . . . . *MNO *NO, =YES, =IMMDLY
IPL apply options:
Apply at unattended IPL . . . *YES *NO, =»YES
Prerequisite lic int code . . * APYPERM *APYPERM, xNOAPY
Apply requisite PTFs . . . . . . *MNO *NO, =YES




Change

Tupe choices, Enter.
QAUDETL =

for more
Auditing wa

+ for more
journal receiwver

Initial

Library

=Frampt

s

Security Auditing

sEUDLWL

walue

wvalues

FlZz=Cancel

[CHGSECAUD]
AME, ®ALL,

AME, *ALL,

Mame

*CURLIE

MHame,

Fl12=How tao

*MOME. ..

#DFTSET. ..

tottom

i = |ji:5:[:| ]_ aly




Remember

your

needs you too

\



Questions?




Thank You



