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Nearly time to start the presentation
But first a Disclaimer

» You may be used to seeing IBM Disclaimers
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This is mine
» | tried ever so hard to get it right

» “Opinions are like Arseholes - Everyone has them!”
» You are hearing mine, not Common’s, not the i-UGs, not IBM’s
» My opinions are not necessarily right

» But then again, neither are yours
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You are the lucky ones!

IBM i has an Active, Passionate Community

common | COMIMoN

NETHERLANDS BELGIUM
8 g
OCEAN ¥R
User Group Of Southern California
i K&mwm&h ﬂz‘

NTER

IBMi

Manifest

) - . wE @

midrange.com ,ég SUGA

UTps pfNevsc. M

Groups Conference i Uivesy/Symposa maenalsmay 17
IBM Systems Technical Events | ibm.com/training/events n - %ﬂmwmmﬁﬁaﬁ !

> So far | have found 52 IBM i user groups
> I’'m told there are many more.
» Support your local IBM i User Group
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Health attributes added to SQL Plan Cache



Health attributes added to the SQL Plan Cache
This helps you to understand if your SQL is running efficiently

Additional SQL Plan Cache Health Properties @

E™ Plan Cache [ performance Monitors @ Plan Cache Snapshots Plan Cache Event Monitors

. .
_— SQL Plan CaChe Proper'"es E&' Show Statements... +” Change Configuration... %" sQL Details for Jobs...
. . . Properties
New fields to show plan cache efficiency velue
. . Description Value Unit
(health) and potential issues T —
Number of Currently Active Queries 71
Number of Queries Run Since Start 1336
Number of Query Full Opens Since Start 982
N . . ge Sum [ |
+ Is my query environment volatile or being Ehirark Nrwbor of Piast i Cache 349
- Total Number of Plans Built Since Sta 395
limited? ngl Msilior ot u:i::e ‘auer;:‘;eSino: Start 295
. . . Current Plan Cache Size 23 MB
1. Total Number of Plan Cache Autosizing Adjustments current plan cache size Threshold ~AUTO
< = Maximum Plan Cache Size For AutoSizing *DEFAULT (24576) mMB
Last Plan Cache Autosizing Adjustment MR PO G W T T =
Plan Cache Size (Last AUtOSIZIng) Limited Due to L:; Plal:mmCa:hZ gs«zmgAJuszm::?t Sp—— 0000-00-00-00.00.00.000000
Last Autosizi lelted Due to Tem orary Storage 0000-00-00-00.00.00.000000
Temporary Storage ! >
I Number of Job Pl it
Total Plans Removed 123. mbe? - f}?..qi?ST.‘;n‘SZ 3’«"&’»8’?53‘&'3%3?‘3".. 2
Number of Times Plan Cache Pruned e . e e R
. Total Plans Pruned 0
Time Plan CaChe was Last Pru ned Nztmabera:fsTimes Plan Cache Pruned 0
Time Plan Cache was Last Pruned 0000-00-00-00.00.00.000000
rrent Ttal Slz of Terary Runtime s oed in ' 15 MB
. . . Maxi Number of T Runtime Objects Stored Pe... *DEFAULT (5
Do I have an issue with excessive bad data e robisnboMAsihinsiad Aot et A @
. . . Current Number of Temporary Indexes 4
(mapping errors) in my environment? O S AY-Y: a
- o Number of Query Mapping Errors Since Start 0
Number of Query Mapping Errors Since Start R B o — —
> Maximum Plan Cache Size For AutoSizing *DEFAULT (24576) MB
&> Target Plan Cache AutoSize Hit Ratio *DEFAULT (90) %
7" Maximum Number of Longest Runs Allowed Per Plan *DEFAULT (3)

«7° Maximum Number of Temporary Runtime Objects Stored... *DEFAULT (5)

Currently IBM i 7.4 only
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SMTP Email enhancements



SNDSMTPEMM has longer subject & note

Until 7.4 the limit of the subject was 60 characters, now 255
the limit of the email note was 400, now 5000

BV A - 1-UG P8 MARK74 O X
Eile Edit View Communication Actions Window Help

BERrtLIEE Y S 8 @
Send SMTP E-mail Message (SNDSMTPEMM)

Type choices, press Enter.

Recipient: o
E-mail address . . . . . . . > STEVE.BRADSHAWGROWTONIT.COM

Type . . . . . . . . . . . .. *PRI *PRI, =CC, xBCC
+ for more values
Subject . . . . . > 'This is a wvery long subject value you recev
ie in an email header but Sometlmes little things make a very big difference. HNo
w for example you could fit an entires tweat in an email subject if you wanted t
0 without putting anything in the body of the email’

More. . .

EExit @=Prompt [§@=Refresh [fiE=Cancel" [§E=How to use this display
=More keys

06/064
o | X |192.168.2.184:992 B

Sometimes even the smallest requests make a big difference
IBM i 7.4 only



Email distribution groups

New CL commands to manage SMTP distribution lists (mailing groups)

Create SMTP Dist List (CRTSDSTL)

Change SMTP Dist List (CHGSDSTL)

Delete SMTP Dist List (DLTSDSTL)

Display SMTP Dist List (DSPSDSTL)
Rename SMTP Dist List (RNMSDSTL)

Work with SMTP Dist List (WRKSDSTL)
Add SMTP Dist List Entry (ADDSDSTLE)
Remove SMTP Dist List Entry (RMVSDSTLE)

PTF'd back to 7.3 via PTF SI63689
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New IBM i Services




What are IBM i Services

» The new way to monitor and manage your system

» Areplacement to APl Programs based on standard SQL

IBM i Services — Timeline

7.2-TR8 7.2-TR9 7.3-TR7
2018 7.3-TR4 7.3-TR5 2019 7.4-GA B
= | (T ]
SF99702 Level 20 SF99702 Level 23 SF98703 Level 16
SF99703 Level 8 SF99703 Level 11 SF99704 Level 1
@ Servicesin 4Q/2017: Services in 3Q/2018: Services in 20/2019:
» Syslog detail returned from  « JOB_DESCRIPTION_INFO +« DATA_AREA_INFO
% DISPLAY_JOURNAL & « ACTIVE_JOB_INFO « ASP_JOB_INFO
HISTORY,_LOG._INFO enhancements - MESSAGE_FILE_DATA
* ASF_INFO » NETSTAT_INFO & - SYSTOOLS.FIRMWARE _CURRENCY
« ASP_VARY_INFO NETSTAT_JOB_INFO . SYSTOOLS.SPLIT
* JOB_QUEUE_INFO EnnAREAMENts - SYSTOOLS.SPOOLED_FILE_DATA
« STACK_INFO * And more...

« IBMi 7.4 only services
« And many enhanced services

http://ibm.biz/Db2foriServices

* And more...




IBM i Service for Message Queues

l J—
2 —— Reriew messages sent to the system operator message quenes
3 —— with license expiration details
4__
3 gelect message_text, M. ¥
f from Qsysl.Message Queue_Info M
7 where Message Queue Name = '05TS0FR!
g and mesgage_ text like 'Sexcesdeds!:

MESSAGE MESSAGE

_QUETE_ _AQUETE_
MESSAGE_TEXT LTIERARY INAME MESSAGE_ID
Uzage limit of 0 exceeded. Grace period expires in 69 days on 14/08/19. 1575 QSYS0OPE. CPFSETZ
Usage limit of 0 exceeded. Grace period expires in €9 days on 14/08/19. 1573 QSYSO0PE CPFSETZ
Usage limit of 0 exceeded. Grace period expires in €9 days on 14/08/19. 573 J5YTS0PE CPRFSETZ
Uzage limit of 0 exceeded. Grace period expires in €9 daysz on 14,/08/19, 15Ys QSYSOPE CPFSETZ
Uzage limit of 0 exceeded. Grace period expires in 69 days on 14/08/19. 1575 QSYS0OPE. CPFSETZ
Usage limit of 0 exceeded. Grace period expires in €9 days on 14/08/19. 1573 QSYSO0PE CPFSETZ
Usage limit of 0 exceeded. Grace period expires in €9 days on 14/08/19. 573 J5YTS0PE CPRFSETZ
Uzage limit of 0 exceeded. Grace period expires in €9 daysz on 14,/08/19, 15Ys QSYSOPE CPFSETZ
Uzage limit of 0 exceeded. Grace period expires in 69 days on 14/08/19. 1575 QSYS0OPE. CPFSETZ
Usage limit of 0 exceeded. Grace period expires in €9 days on 14/08/19. 1573 QSYSO0PE CPFSETZ
Usage limit of 0 exceeded. Grace period expires in €9 days on 14/08/19. 573 J5YTS0PE CPRFSETZ
Uzage limit of 0 exceeded. Grace period expires in €9 daysz on 14,/08/19, 15Ys QSYSOPE CPFSETZ
Uzage limit of 0 exceeded. Grace period expires in 69 days on 14/08/19. 1575 QSYS0OPE. CPFSETZ
Usage limit of 0 exceeded. Grace period expires in €9 days on 14/08/19. 1573 QSYSO0PE CPFSETZ
Usage limit of 0 exceeded. Grace period expires in €9 days on 14/08/19. 573 J5YTS0PE CPRFSETZ
Uzage limit of 0 exceeded. Grace period expires in €9 daysz on 14,/08/19, 15Ys QSYSOPE CPFSETZ
IBM i uszage limit execeeded - operator action recuired. 15735 J5YS0PER CPFSETF
IEM i usage limit exceeded - operator action required. 1573 Q5YS0PE CPFSETF
IEM i usage limit exceeded - operator action recquired. 573 J5YTS0PER. CPFSETF

Oops, someone forgot to enter the keys!




IBM i Service for Spool Files

l —_

2 —— Find the top 5 consumers of SPOOL storage.

3 —

4 =electC user name, sumi(size) as total spool space,
a5 varchar format(sum(size), 'S55GEOSGEOSGHESGHED')
] as total spool space_formatted

7 from gsysl.output cueus entries basic

g where user name in (select UsSer_name

) from gsysi.user_info

10 where user creator <> '*IEI")

11 group by user name

12 order by total spool space desc

13 limit 5;

USER_NAME  TOTAL SPO0L_SPACE  TOTAL SPO0OL_SPACE FORMATTED
S TEVE 41704 41,704
3TEEET g4le 6,416
QTJ5 540 540
ROWTON 308 308
EUDT 36 36

Answers delivered in less than a second!

This service PTF'd back to IBM i 7.3 other OUTQ services go back t



Why are IBM i Services better?

DSPUSRPRF output for users with *ALLOBJ show below
*AUD

User
Profile
QLPAUTO
QLPINSTALI

USECOFR
USECOFR1
QSYS
ROWTON
ZENDADMIN

Group
Profiles
*NONE
*NONI
*NONE
*NONI
*NONE
*NONI
*NONE

*ALL

0BJ [
X

~
-~

>)KX X X

<

-
-

>

SYS
CFG

X

x*xJOB
CTl

*SAY
SYS
X

v
A

'
X

xSEC

*SER
ADM VICI
X
X
X
X
X
X
X

CTl

IBM i Service Output for the same question — Notice the extra user!

*SPL

User
Class
*SYSOPR
*SYSOPR
*SECOFR
*SECOFR
*SECOFR
*SECOFR
*SECOFR

AUTHORIZATION_MAME | STATUS NO PASSWORD INDICATOR | PREVIOUS SIGNON TEXT_DESCRIPTION
QLPAUTO “ENABLED  NO - IBM-supplied User Profile
QLPINSTALL “ENABLED  |NO - IBM-supplied User Profile
QSECOFR “ENABLED  [YES 2015-09-20 13:05:04,000000  |Secunty Officer
QSECOFR1 “ENABLED  [YES 2015-09-20 14:29:08.000000  |Security Officer
QSYS “ENABLED  |NO - Internal System User Profile
RO Ty *EMARLE[ 015-09-20 1+:56:5L 000000 Bowton Sunnod
*ENABLE 2015-09-20 14:29:52,000000 |Has ANObj because Rowton is Group Profile
W DAD I WMABLED U[e - end derver Administrator

Note: User SURPRISE does not have *ALLOBJ specified in its own parameters,
so does not show up on the PRTUSRPRF
That doesn’t stop this user from having full access to every object on the system!

This service is not new to 7.4 but it shows how you can get a better answer
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New Functions in ACS




New Functions in ACS

Not just for IBM i 7.4, ACS works back to 5.4

ACS runs in all flavours of Windows, MacOS & Linux

Centralised deployment and updating makes management easy
ACS makes configuring TLS Encryption as simple as ticking a box
New functions and faster functions

Best place to start is with IBM i Services, it includes 100’s of examples

@ IBM i Access Client Solutions - O

IBM i Access Client Solutions

File Edit Actions Tools Help

Welcome to IBM i Access Client Solutions

System: UG P8 Mark74 v } IBM i Access Client Solutions provides a platform independent
interface which consolidates the most common tasks For using and
= General managing your IBM i system, Additional information about each

task is available by either moving the cursor over the task or by
using the tab and arrow keys to navigate between groups and
tasks. To select a task, click on the task or use the tab and arrow

Data Transfer
5250 Emulator

Integrated File System keys ko navigate to a task and then press the enter key,
Mavigator For i
S5H Terminal | To get started, add a system configuration For each IBM i system
Printer Output you want to use or manage. To add a system configuration, select
System Configurations from the Management tasks,
= Database
Schemas

Run SQL Scripts
SQL Performance Center

= Console
5250 Console
virtual Control Panel
Hardware Management Console (HMC)
Tape Management

=) Management
System Configurations
5250 Session Manager
HMC Probe Utility




New Functions in ACS

o IBM i Access Client Solutions

IBM i Access Client Solutions

File Edlit Actions Tools Help

D\ elcome

Faster transfer rate, larger file support & filters
UG P8 Mark74 to help you find a needle in an IFS haystack

System:

= General
® Data Transfer Encryption aware link for ease of access to Nav4i

5250 Emulator
Integrated File System
Mavigator For i

55H Terminal M——— SSH Emulator Integration

Prinker Outpuk
R \ New filters, better language and locale support

® Schemas . .
= Run SOL Scripts & new download location options

® SQL Performance Center

= Console Major overhaul of SQL interface. Now faster,

= 5250 Console more intuitive and has auto formatting.
Virtual Cantral Panel

|
» Hardware Management Consale (HMC)
|

Tape Management  S——_ Manage all of your estate not just IBM i
HMC, SAN, SAN Switch, Tape Library, etc

=l Management

®  System Configurations
= 5250 Session Manager \
= HMC Probe Utility Multi system admin view in Sys Config
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R - Yet another new language for IBM i



Say Hello to R

No it’s not the new name for RPG
R excels at statistical computing, data mining & data analys

Ideal for real time integration with Google Docs

Available on IBM i 7.3, you will have to check 7.2 support
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Native IBM i ODBC Driver



Native IBM i ODBC Driver

This is not a connector to access your IBM i data from a PC
It is a connector used in IBM i to access other databases

i.e. You write a program on your IBM i to go read data
from a Windows / Linux / IBM i / z based database

for Business “ Microsoft* / "
SQL Server

Available on IBM i 7.3, you will have to check 7.2 support
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Workload Capping by Job Description



Workload Capping by JobD

If you don’t know what sub capacity licensing is,
then lucky you, chances are you don’t use it.

If you use IBM products like MQ, Domino, WebQuery
then you should, as you are charged more for every core.

Workload Capping means that you limit the amount
of processing power a particular job or subsystem uses

Workload Capping saves money on license costs
e.g. you have 10 cores on your LPAR but just 1 used by MQ

Capping by JOBD is IBM i 7.4 only



Workload Capping by JobD

£V A - 1-UG P8 MARK74 - O X

File Edit View Communication Actions Window Help

BRaLrtiEE Y 2 5 3
Create Job Description (CRTJOBD)

Type choices,; press Enter.

Job message gqueue maximum Size *SYSVAL 2-64, *8YSVAL

Job message queue full action . *SYSVAL *SYSVAL, =NOWRAP, =xWRAP. ..
CL syntax check R *NOCHK 0-99, =xNOCHK

End severity . . .. . . . . . . 30 0D-99

Inquiry message reply .. *ROD *ROD, =DFT, =SYSRPYL

Hold on job queue . . . . . . . *MNO *NO, =YES

Job date . . o . . . . . . L L. *SY¥Y5VAL Date, =®=SY¥YSVAL

Job switches . . . . . . . .. 0000000 Character value

Device recovery action . . . . . xSYSVAL

Time slice end pool . . . . . . xSYSVAL *SYSVAL, =xMNONE, =BASE
Authority S« E * LIBCRTAUT Name, =LIBCRTAUT, =CHANGE. ..
Allow multiple threads . . . . . *NO *NO, =YES

Spooled file action e e *SYSVAL *SYSVAL, =KEEP, =DETACH
DDM conversation . . . . . . . | *KEEP *KEEP, =*DROP

Workload group . . . . . . . . . *5B5D MName, =SBSD, =NONE

Bottom
EExit [@=Prompt [§8=Refresh [§=Cancel" [§l@=How to use this display
=More keys

MAf+ A 05/037
& | BT (192, 168.2,184:992 :j

ProTip: You can also use this to limit the processor use of
your regular IBM i jobs. Do you have one batch program
or ODBC job that runs away with all of your processor?

By JOBD is IBM i 7.4 only but capping by group available from 7.1
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DB2 Web Query fori 2.2.1




DB2 Web Query for i

| love Query/400 BUT not all my users do!
If you have never tried Web Query - you should

If you tried v1.x and found it slow - try again at v2

It has been re-written, it’s faster and easier to use

Don’t know where to start - Use it for System Monitoring

Built-in EZinstall, literally a turnkey solution

Db2 Web Query for i

v @ Repository
» L.l Common
» .l TBM Db2 Web Query Information
¥ ./ IBM i Administration Samples
»yumus
| Get Status of Sys Admin Reports
/Z) PTF Group Currency Report Db2 Web Query for | V2.2.1 20181223
2| Spool File Usage
summary SF99727  Technology Refresh 4 5 20180913
| Subsystem report
) system CPU Dashboard SF95720 g&mmmpwum 16292 18242 201809/14
B umentation
B Systern eoviconenent info report SF99850  (BM MQ for IBM - 3 15 20184220
=] system(s) status dashboard V7.1.0V8.0.00V2.0.0V9.1.0
Systems CPU Utilization over 1 hour RELATED GROUP SF93333  DB2 Web Query for V220 5 S 20180513
Systems CPU Utilization over 2 hours SF99225  BM Open Source Solutions for | 5 6 2017111106
Systems CPU Utilization over 24 hours
~ Systems CPU Utilization over 8 hours SF99252  Content Manager OnDemand for 10 10 20181015
Ll e B 0 SFoess1 Viebsphere App Sener Vo5 6 s 2owoa
‘] Top 10 jobs by disk /0 chart SF99703  DB2for IBM | - 12 12 20180925
] Top 10 jobs by temp storage chart SF9a722  IBM HTTP Server for | 1 17 20181227
Top 10 spool file consumers chart SF99723 Performance Tools 4 4 201711025
Top 10 spool files by output queues chart SF99724  Backup Recovery Solutions 25 25 20190102
SFY9T25 Java " 1 20181218
» . Retail Samples SF99728  Group Security 38 38 20190108
? Ll Century Electronics SF99729  Group Hiper 7 75 20190108
» s Favorkes SF99731  All PTF Groups except 1" 1 20180828
3@ ? SF998s7 fmcmfrip“"" 1 1 20180621
> (S Reparting Sarvers SF99875  Haroware and Related PTFs 15 15 20180601
» "Z; Change Management SF9S676  High Availabiity for IBM | 7 7 20180914
I\
13 Januarv. 2019  at 10.08.56 =

EZinstaller upgrade & PTFs available back to IBM i 7.1 (needs Java8



DB2 Web Query for i

Note From WebQuery 2.2 onwards:

You can how move your reporting back to IBM i

Not just for DB2 for i data but for your entire system

DB2 Web Query Database connectors allow you to

Pull in data from other databases and report on them

No longer do you need to export your IBM i data

Now you can pull data from MS SQL server, PostgreSQL and mor

v & Adapters
v (& Configured
» [ oB2dli
@ Query/a00
» | Delimited Flat File
QP Excel (via direct retrieval)
v (&J Available
v & .
MySQL |
> Lad MS SQL Server
PostgreSQL
@ 108C Generic
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Improved DST/SST Security



Improved SST User Security

Make your SST Passwords more secure

Manage them from IBM i (not just from within SST)

Service tools user ID and password enhancements - IBM i 7.4

Service tools security options now support service tools user ID password composition rules like those allowed for operating system user profile passwords. The following password
configured for service tools user IDs:

Limit profile name Limit digit last position

Hours to block password change Minimum letters

Minimum password length Maximum letters

Maximum password length Limit adjacent letters

Use chars from three groups Limit letter first position

Limit adjacent characters Limit letter last position

Limit repeating characters Number of mixed case letters
Limit characters same position Minimum special characters
Minimum digits Maximum special characters
Maximum digits Limit adjacent special chars
Limit adjacent digits Limit special char first position
Limit digit first position Limit special char last position

Service tools password composition rules are configured using DST, SST, or the new SST Security Attribute commands.
« Change SST Security Attributes (CHGSSTSECA)
« Display SST Security Attributes (DSPSSTSECA)

In addition to password rule attributes, the commands support the “service tools password level” attribute and the “allow security-related system values to be changed” attribute.

New commands were added for service tools user ID management. These commands configure the same SST privileges managed through DST or SST.

« Create Service Tools User ID (CRTSSTUSR)
« Change Service Tools User ID (CHGSSTUSR)
« Delete Service Tools User ID (DLTSSTUSR)

Refer to the Service Tools topic in IBM Knowledge Center for more information.

IBM i 7.4 only y
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Improved Searching of QHST



Improved Searching of QHST

No need to know job name & number

BV A - I-UG P8 MARKT4
Eile Edit View Communication Actions Window Help
B B @  EBE W S & ) @
Display Log (DSPLOG)

Additional Parameters

xALL
ROWTON

xNONE,
*ALL
*ALL

Jobs to display . . . . . . . . > *ALL

User . . . . . « . . . . . . .2

Number

Name,
Name,
00000C

genericx
generic

999999,

for more values

Message identi r Name, xALL

+ for more values
identifier selection

Message * INCLUDE, =*OMIT

Bottom
this display

0 use

08703
UH-‘_E P8 MARK74

File Edit View Communication Actions Window Help

6 B @ . BB W L e S

) B84:2:

Display History Log Contents

Job 001405/ROWTON/QPADEVOOO1 started on
Usage limit threshold d for product
S tem value QPWDLVL changed from 0 to 2.
TCP/IP attributes of the CHGTCPDMN command char by user
Job 1337/0TCP/QTSMTPSRVD was ended by user R ON.
Job 001347/Q0TCP/QTSMIPCLTD was ended by user ROWTON.
Job 001346/0TCP/QT TPD was ended by user ROWTON.
Job 001348/QTCP/QTHM 1TPD was ended by user ROWTON.
Job QTC 1TPD was ended user ROWT
Int n recipient index DRX) i
PWRD = ROWTON and is
Job 001 on 06/06/19 at
started on 06/06/19
from devic
d on
ted

06/06719 at 15:
7T 1.

17:42

DSPLOG JOB(ROWTON/*ALL)

Shows all entries for user Rowton

ROWTON.

again

TON/QPADEY

ed by a request
TON/QPADEVYDOO1
WTON/QPADEVOOO1

f06/19

on 06/06/

Enter to

FE-Display

continue.

all

in subsystem QIN

for user ID

nds used
ystem QIN
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Improvements to RGZPFM



Improvements to RGZPFM

Reorganize While Active - Enhancement

* The Reorganize Physical File Member (RGZPFM) command includes:
1. ALWCANCEL(*NO) - Data is offline, create a copy of the file
2. ALWCANCEL(*YES) — Data is online, delete and insert rows

Problem: If RPG CHAIN is used, a single row can appear to be missing while it is
being reorganized (delete/insert)

Enhancement: With IBM i 7.4, the delete/insert occurs as a conjoined operation.
The row won’t have a window where it does not exist.

The enhanced behavior applies automatically to any ALWCANCEL(*YES) use.
Note: Assumes that the file is not replicated by Db2 Mirror.
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SMB v3 for Netserver




SMBv3 for Netserver

Protocol used to map a network drive to an IBM i
Used by Windows, MAC or Linux clients
Also used by /QNTC to access this clients

SMBv1 protocol has so many holes in it
it’s only useful for draining pastal!

SMBvV2 is not really up to standard.
Several implementations that don’t always play nicely together

In short SMB is currently a mess.
Which is slightly worrying as it’s how the WannaCry virus is spread

| have high hopes that SMBv3,
if we a lucky, it will plug security and work uniformly on all platforms

It’s also faster, supporting larger read and write block sizes,
whilst still providing end to end encryption

IBMi 7.4 only
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New Exit Points on SBMJOB




New Exit Points on SBMJOB

QIBM_QWT_SBMJOB

Calls an exit program during SBMJOB,
before the job is placed on the job queue.

QIBM_QWT_CHGJOB

Calls an exit program
when CHGJOB command or API is used to change a job on a queue.

ProTip: particularly useful on systems that submit a lot of jobs to batc
using multiple job queues. These exit points can be used to load balanc

IBMi 7.4 only
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Digital Certificate Manager APIs
Taking control of your certificates

Digital Certificate Manager APIs

Digital Certificate Manager (DCM) APIls added to automate the management of certificates without using the DCM browser-based user interface. An application
written using these APIls can renew a certificate residing in the system certificate store, update an application definition to use the renewed certificate, and update the
trust list with the CA that issued the renewed certificate.

These three APIs provide Application Definition certificate assignment capabilities. An Application Definition, also known as Application ID, is created and maintained
in DCM for use by System TLS based applications.

« Remove 3 certificate assignment from an applica Jvcd
« Add a certificate assignment to an application (QycdUpdateCertUsage).
+ Retrieve information about the certificate currently assigned to an application (QycdRetrieveCertUsagelnfo). |

These three APIs provide Certificate Authority (CA) Trust List configuration capabilities. A CA Trust List is an optional configuration for Application Definitions. The list
allows individual applications to trust a different set of CAs from other applications.

L= _Remove a CA certificate from the CA certificate trust list (QvcdRemoveCACertTrust)
« Check if CA certificate is in the CA certificate trust list (QycdCheckCACertTrust).

This APl is used in a two-step process to renew an existing certificate residing in the system certificate store.
[ « Request a certificate renewal and import certificate into system store (Qycd RenewCertiﬁcate).]

With the first call, a CSR (Certificate Signing Request) is generated based on an existing certificate. After out of band processing of the CSR is complete, the second
call imports the issued certificate into the system certificate store.

Refer to the IBM Knowledge Center documentation for Digital Certificate Management APls for additional information.

IBMi 7.4 only
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Authority Collection




What is the problem?

IBM i is the most secure platform in the world right ?

for Business

Yes - but it has to be configured
and security has to be maintaine




The million dollar question

How do you know what security you need?

Answer = Authority Collection
Bonus Answer = It is Free!




Authority Collector

Three simple steps

IBM® Navigator for i

= Welcome
« Dashboard

Search Task pe
B IBM i Management @

@ Target Systems and Groups
@ Favorites
@ System
@ Monitors
Basic Operations
@ Work Management
[ Configuration and Service
@ Network
[ Integrated Server Administration
[ Security
B Users and Groups
= Users
@ Groups
» Create User
= Create Group
= User Properties
B Manage Collections

l- Start Authority Collection l
» End Authority Collection

= Display Authority Collectioi]

= Delete Authority Collection

Start Authority Collection
Enter Library and User

The user does their job
Authority Collector monitors their
access to the objects in the library.
End monitor when ready to review.

Display the Collection Database
file is created showing what authority
they have and what they actually
needed



Authority Collection

Easier view of the results in Nav4i
IBM® Navigator for i | Welcome gsecofr Target system: 192.168.2.206 Welp | Logout ;;g E

Welcome X H Dashboard % ‘; Display Authority Collection 3 | Display Authority Collection - Rowton xi
Display Authority Collection - Rowton - 192.168.2.206
e | @' @' @ | Actions ¥ ‘W“”—W
No filter applied
| System Object Name PYSHe Ot system Object Type | Jedired Sty | Authority Source  &dopred Authorty {gaggg;?t;\dwted e e e
| wrkoutas RITMON *FILE *ALL USER *ALLOBJ X
|| Wrkoutgs RITMON *FILE *ALL USER *ALLOB) X
|| Wrkoutgs RITMON *FILE *ALL USER *ALLOB] X
|| wrkoutgs RITMON *FILE *ALL USER *ALLOB) X
|| Wrkoutgs RITMON *FILE *ALL USER *ALLOB) x %
|| wrkoutgs RITMON *FILE *ALL USER *ALLOB) X
|| wrkoutgs RITMON +FILE *ALL USER *ALLOB) ADOPTED *ALLOBJ | *ALL X
|| Wrkoutqs RITMON *FILE *ALL *ALL USER *ALLOB) ADOPTED *ALLOB) | *ALL X X
|| Ritmon RITMON *FILE *ALL USER *ALLOBJ x
|| Ritmon RITMON *FILE *ALL USER *ALLOB) X X
| Ritmon RITMON *FILE *ALL USER *ALLOBJ x
|| Ritmon RITMON *FILE *USE *ALL USER *ALLOB) X
|| Ritmon RITMON *FILE *ALL USER *ALLOBJ x
[ | Ritmon RITMON *FILE *ALL *ALL USER *ALLOB) X X
|| Ritoosfm RITMON *FILE *ALL USER *ALLOB) X
["] Ritoo3 RITMON *PGM *ALL USER *ALLOB) X
|| Ritoo3 RITMON *PGM *ALL USER *ALLOB] x
| Ritoos RITMON *PGM *ALL USER *ALLOBJ X
[ Ritoos RITMON *PGM *ALL USER *ALLOB) X
|| Rit002 RITMON *PGM *ALL USER *ALLOB) X
[] Rito02 RITMON *PGM *ALL USER *ALLOB) X
|| Ritoo4 RITMON *PGM *ALL USER *ALLOB) X
|| Ritoo4 RITMON *PGM *ALL USER *ALLOB] X

You can use the result file as input file to your own
customer authority monitor / remediation tool

Functionality up to this point available in IBM i 7.3



Authority Collection by object

Newin 7.4
Changes the focus of collection from a user to object(s)

Security Authority Collection for objects

Authority collection captures data that is associated with the runtime authority checking that is built into the IBM i system. This data is logged to a repository, and
interfaces are available to display and analyze the data. A security administrator or application provider can analyze the captured data to determine the minimum
authority that is required to the objects to allow the application to run successfully. Setting the minimum authority on the objects improves the security of the objects and
provides for better protection from access outside of the application.

The enhanced IBM i 7.4 authority collection support allows the collection of authority information for specific objects when accessed by any user. The IBM i 7.3 support
collects authority information for all objects accessed by a specific user.

New command:
« Change Authority Collection (CHGAUTCOL)
Updated interfaces:

Start Authority Collection (STRAUTCOL)
End Authority Collection (ENDAUTCOL)
Delete Authority Collection (DLTAUTCOL)
Display Security Attributes (DSPSECA) colnmand and Retrieve Security Attributes (QSYRTVSA) API show the authority collection for objects active indicator.
i i clude the authority collection value for the object.

The authority collection value for an object can be set with the new Change Authority Collection (CHGAUTCOL) command. When authority collection for objects is
started using the enhanced Start Authority Collection (STRAUTCOL) command, authority information is collected for the specific objects that have an authority collection
value set. Authority information is collected for these objects when accessed by any user and is written to the authority collection repository for objects.

New SQL views have been added to display and analyze the authority collection data for objects:

*» QSYS2.AUTHORITY_COLLECTION_OBJECT view - QSYS objects; use this when the number of entries in the authority collection is large and you are looking
for a specific object or objects in a specific library.

*» QSYS2.AUTHORITY_COLLECTION_LIBRARIES view { for QSYS objects; use this when the number of entries in the authority collection is small or you are
looking for all, or most, objects in the authority collection

*» QSYS2.AUTHORITY_COLLECTION_FSOBJ view - for file system objects in the "root" (/), QOpenSys, and user-defined file systems.

« QSYS2.AUTHORITY_COLLECTION_DLO view - for dogument and folder objects.

port, see the Authority Collection section of the Security reference topic in the IBM Knowledge Center.

IBMi 7.4 only



Authority Collection by object

New in 7.4 — Integration with IBM i Services

IBM i Service Type of Service IBMi7.4 IBMi7.3
Security Services
QSYS2.AUTHORITY_COLLECTION View Base
| QSYS2.AUTHORITY_COLLECTION _DLO View Base £
QSYS2.AUTHORITY_COLLECTION_FSOBJ View Base -
| QSYS2.AUTHORITY_COLLECTION_LIBRARIES View Base -
QSYS2.AUTHORITY_COLLECTION_OBJECT View Base 2

Simplifies the investigation of the Authority Collection data

A I J K
AUTH_NAME CHECK_TIMESTAMP SYSTEM_OBJSCHEMA TYPE DETAILED_REQUIRED_AUTHORITY CURRENT_AUTHORITY JOB_NAME JOB_USER JOB_No CURRENT_USER
ROWTON 2019-06-07 17:25:00.IFSINFO2D  IFSINFO  *FILE *READ *ALL QPADEV0001 ROWTON 002317  ROWTON
ROWTON 2019-06-07 17:25:00.IFSINFO2D  IFSINFO  *FILE *OBJOPR *ALL QPADEV0001 ROWTON 002317  ROWTON
ROWTON 2019-06-07 17:25:00.IFSINFO2D  IFSINFO  *FILE *OBJOPR *ALL QPADEV0001 ROWTON 002317  ROWTON
ROWTON 2019-06-07 17:25:00.IFSINFO2D  IFSINFO  *FILE *OWNER *OBJEXIST *OBJMGT *OBJALTER *OBJREF *OBJOPR *READ *ADD *DLT *UPD *EXECUTE *ALL QPADEV0001 ROWTON '002317  ROWTON
QSECOFR 2019-06-07 17:22:49.IFSINFO2D  IFSINFO  *FILE *OBJOPR *READ *ALL QPADEV0001 ROWTON ‘002317  QSECOFR
QSECOFR 2019-06-07 17:22:49.IFSINFO2D  IFSINFO  *FILE *OBJOPR *ALL QPADEV0001 ROWTON ‘002317  QSECOFR
QSECOFR 2019-06-07 17:22:49.IFSINFO2D  IFSINFO  *FILE *OWNER *OBJEXIST *OBJMGT *OBJALTER *OBJREF *OBJOPR *READ *ADD *DLT *UPD *EXECUTE *ALL QPADEV0001 ROWTON 002317  QSECOFR
ROWTON 2019-06-07 17:25:00.1FSINFO2D  IFSINFO  *FILE *OBJOPR *ALL QPADEV0001 ROWTON 002317  ROWTON
ROWTON 2019-06-07 17:25:00.1FSINFO2D  IFSINFO  *FILE *OWNER *OBJEXIST *OBJMGT *OBJALTER *OBJREF *OBJOPR *READ *ADD *DLT *UPD *EXECUTE *ALL QPADEV0001 ROWTON 002317  ROWTON
QSECOFR 2019-06-07 17:22:49.IFSINFO2D  IFSINFO  *FILE *OBJOPR *ALL QPADEV0001 ROWTON 002317  QSECOFR
ROWTON 2019-06-07 17:25:00.1FSINFO2D  IFSINFO  *FILE *OBJOPR *ALL QPADEV0001 ROWTON ‘002317  ROWTON
 ROWTON 2019-06-07 17:25:00.1FSINFO2D  IFSINFO  *FILE *OBJOPR *ALL QPADEV0001 ROWTON ‘002317  ROWTON
 ROWTON 2019-06-07 17:25:00.1FSINFO2D  IFSINFO  *FILE *OBJOPR *ALL QPADEV0001 ROWTON ‘002317  ROWTON
 ROWTON 2019-06-07 17:25:00.1FSINFO2D  IFSINFO  *FILE *OWNER *OBIJEXIST *OBJMGT *OBJALTER *OBJREF *OBJOPR *READ *ADD *DLT *UPD *EXECUTE *ALL QPADEV0001 ROWTON ‘002317  ROWTON
ROWTON 2019-06-07 17:25:00.IFSINFO2D  IFSINFO  *FILE *OBJOPR *ALL QPADEV0001 ROWTON 002317  ROWTON
ROWTON 2019-06-07 17:25:00.IFSINFO2D  IFSINFO  *FILE *OBJOPR *ALL QPADEV0001 ROWTON 002317  ROWTON
ROWTON 2019-06-07 17:25:00.IFSINFO2D  IFSINFO  *FILE *OBJOPR *ALL QPADEV0001 ROWTON 002317  ROWTON
ROWTON 2019-06-07 17:25:00.IFSINFO2D  IFSINFO  *FILE *OBJOPR *ALL QPADEV0001 ROWTON 002317  ROWTON
| QSECOFR 2019-06-07 17:22:49.IFSINFO2D  IFSINFO  *FILE *OBJOPR *ALL QPADEV0001 ROWTON 002317  QSECOFR
| QSECOFR 2019-06-07 17:22:49.IFSINFO2D  IFSINFO  *FILE *OWNER *OBJEXIST *OBJMGT *OBIOPR *READ *ADD *DLT *UPD *ALL QPADEV0001 ROWTON 002317  QSECOFR
'ROWTON 2019-06-07 17:25:00.IFSINFO2D  IFSINFO  *FILE *OBJOPR *ALL QPADEV0001 ROWTON 002317  ROWTON
ROWTON 2019-06-07 17:25:00.IFSINFO2D  IFSINFO  *FILE *OBJOPR *ALL QPADEV0001 ROWTON 002317  ROWTON

IBMi 7.4 only
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Improved Encryption




Improved Encryption

7.4 IBM has added support for new ciphers
TLS 1.3 enabled by default

7.4 IBM has removed the older weaker ciphers
SSL 2.0, TLS 1.0, TLS 1.1, 3DES, CBC & RSA disabled by default

ProTip: This also applies to Ops Console

If you use Ethernet Ops console you will have to switch to the ACS cli

o IBM i Access Client Solutions

IBM i Access Client Solutions

File Edit Actions Tools Help

System: |FL1T Delboy v

= Console
® 5250 Console
® Virtual Control Panel

= Hardware Management Interface 1




Improved Encryption

Secure SNMPv3 Trap and Inform message support

The IBM i support for Simple Network Management Protocol version 3 (SNMPv3) has been enhanced in IBM i 7.4 with the ability to securely send SNMPv3 Trap and
Inform messages. The IBM i local trap manager has also been enhanced with the ability to securely receive and forward SNMPv3 Trap and Inform messages. In
addition, traps generated by 3rd party sub-agents can now be sent as SNMPv3 Traps or Informs without any changes to the sub-agent code.

The IBM i local trap manager can now be configured to start and end with the SNMP server using the Change SNMP Attributes (CHGSNMPA) command. With this
change, invocations of the Start Trap Manager (STRTRPMGR) and End Trap Manager can be eliminated from programs such as the system start up program. Also, the
QIBM_QZCA_SNMPTRAP exit program associated with the IBM i local trap manager will now log received SNMPv3 traps and informs in addition to SNMPv1 traps to
the configured data queue.

Refer to the IBM Knowledge Center command documentation for Change SNMP Attributes (CHGSNMPA) for additional information.

NetServer and QNTC updated to SMB3

End to end data encryption for their entire
client / server conversations

Why should you care?
These ciphers have known vulnerabilities
They fail security standard like PCI-DSS
So if you process credit cards you have to take note
GDPR is vague on this subject but implies you should use it.

IBMi 7.4 only
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Improvements in IBM i Save / Restore



Improvements in Save / Restore

BV A - 1-UG P8 MARK74 - O X

File Edit View Communication Actions Window Help

DR LEEEY S B @
Specify Command Defaults

Type choices, press Enter.

Unmount file systems . . . . . ¥Y=Yes, N=HNo

Print system information . . . Y=Yes, N=No

Use system reply list e Y=Yes, HN=No
Spooled file data . . . . . . *MONE, =ALL
End TCP/IP wait time . . . . . *NONE *NONE, 1-9999 seconds
Print joblog . . . . . . . . Y Y=Yes, N=No

Start controlling subsystem Y=Yes, HN=No

Bottom
E-Exit [{#-=Cancel

0 15/037
[192.168.2.184 resolved to 192, 168.2, 184(192,168.2,184 (IPv4) + [—== |1ez188.2. 18403 [

ProTip:

Useful if you want to keep the users off after your backup

IBM i 7.4 only




Improvements in Save / Restore
IBM also added extra options at 7.2 & 7.3

&1 A - UNCLEALBERT -

Eile Edit ¥iew Communication Actions Window Help

F@E@@I_dﬁ E@
Specify Command Defaults

Type choices, press Enter.
Unmount file systems .
Print system information .

Use system reply list

Spooled file data . . . . . . , ®ALL

End TCP/IP wait time . . . . . , 1-9999 seconds

Print joblog . . . . . . . . . , N=No

Setting End TCP/IP wait time to *NONE saves 10 minutes on the save

Setting Print joblog to Y gives you a nice clean joblog from the save



Reminder about AsyncBring
Just checking you know about ASYNCBRING(*YES)

Save Object
Type choices, press Enter.

Target release . . . . . . . . . * CURRENT
Update history . . . . . . . . . *x N0

Clear . . . . . . . . . . . . . *NONE
Data compression . . . . . . . . *DEV

Data compaction . . . . . . . . *DEV
ASP device . . . . . . . . . . . *DF T
Scan objects:

Scan during save . . . . . . . *NO

Save failed objects . . . . . *NOSAVFAILED
Private authorities . . . . . . *NO
Asynchronous bring . . . . . . .|> xYES

This can dramatically improve save times
Especially when your IFS has a large numbers of small files

This is a 7.1 function, also PTF’d back to 6.1
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BRMS Enhancements




BRMS Enhancements

Turnkey cloud control group deployment for easy set-up
SAVLIBBRM default now backs up changes to journaled objects

Support to easily back up all spooled files,
which improves restore performance

Enhanced logging to help preserve message order
when log entries occur at the same second

Support for new 3592 tape device

PTF'd back to IBM i 7.3



BRMS is more than just backup
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Support for migrating
database files (PF/LF)
between SSD (fast) and HDD
~ (slow) within the same ASP

Similar to the IBM Easy Tier, BRMS storage tiering
can move data between HDDs, SSDs & Flash.

It can also migrate data between ASPs & iASPs!

Added in IBMi7.2
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Db2 Mirror for i
Zero downtime is now a reality



Db2 Mirror for i

Is this the end of third-party HA / DR solutions?
| No, not at all, this is NOT an HA solution!

Operating System Synchronous Replication
Continuous Availability
24 x 7 Up Time
RTO/RPO Near Zero

IBM Db2 Mirror for i(5770-DBM)

For more details on Db2 Mirror for i: IBM Db2 Mirror for i Knowledge Center.



Db2 Mirror for i

High Availability topology classification & positioning

Acti velm:ﬁ ve

VM partition
« Active

VM partition
7 pctive

N

Active/Passive

M partition i VM partition
== Active *  Active

el

*  Aclive

VM partition

Active/inactive
Restart

=

Technology

Active/Active Clustering

Active/Passive Clustering

Active/lnactive

Definition

Application level clustering;
applications in the cluster have
simultaneous access to the
production data therefore no app
restart upon an app node outage.
Certain types enable read-only
access from secondary nodes

OS level clustering; one OS in the cluster
has access to the production data, multiple
active OS instances on all nodes in the
cluster. Application is restarted on a
secondary node upon outage of a
production node.

VM level clustering, One VM in a cluster
pair has access to the data, one logical OS,
one or two physical copies. OS and
applications must be restarted on a
secondary node upon a primary node outage
event. LPM enables the VM to be moved
non-disruptively for a planned outage event.

Outage Types

SW,HW,HA, planned, unplanned
RTO 0, limited distance

SW,HW,HA,DR, planned, unplanned,
RTO>0, multi-site

HW,HA DR, planned, unplanned, RTO>0,
multi-site

OS integration Inside the OS Inside the OS OS agnostic
RPO Sync mode only Sync/Async Sync/Async
RTO 0 Fast (minutes) Fast Enough (VM Reboot)
Licensing* N+N licensing N+1 licensing N+0 licensing

Industry Examples

Oracle RAC, Db2 Mirror, pureScale

PowerHA, Redhat HA, Linux HA

VMware, VMR HA, LPM,

* N = number of licensed processor cores on each system in the cluster
* llustrations represent two-node shared-storage configurations for conceptual simplicity. There are many other topologies and data resiliency combinations

® 2017 International Business Machines Corporation




Db2 Mirror for i

Applications and users running
on both nodes using replicated

objects

Application Appllcatlon
RoCE
4 4
I ! Synchronous replication of I :

8‘ IBM i objects and data 6‘

Put simply: You can run your applications on two systems
at the same time and access the same data

This is not a copy of your data, it’s the same data!
Locks, Constraints, Commitment Control all the same

IBMi 7.4 only



Db2 Mirror for i

Db2 Mirror = Other Supported Objects

Other Objects Exceptions
— User profiles — Mo User Spaces
- Authority — No User Indexes
— Ownership — No User Queues
- Security - Mo Journal Receivers
- PGM/SRVPGM
— Data Areas
— Data Queues (DDL Only) 4 N
- SYSVALs
- LIB
RoCE
- JOBD Il_
— Journals m

— Files (also has DDL Only option)

Special Handling =§.
- QUTQ / Spool
— Job Queue . _/
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Free performance boost



IBM i 7.4 has been optimised

Not just a tune up, a major overhaul !
Network stack
Journaling and Commitment control
Program Execution
Security Parsing
SQE Engine
IASP Vary On time

Database access, update and locking

All of the above have been reviewed, optimised
and where needed redesigned

The result is a faster, more efficient environment

IBMi 7.4 only



More Processor and more storage

More processor threads per partition

Maximum has more than doubled in 7.4 to 1536

More disks arms available
Roughly 50% more arms with up to 3 times the capacity

Selected Operating System Limits IBMi7.3 |IBMi7.4

Disk arms in all basic auxiliary storage pools (ASPs 1 — 32), per partition 2047 3999
Disk arms in all independent auxiliary storage pools (iASPs 33 — 255) in all nodes in a cluster 2047 5999
4160 byte block size LUNs (Note 1): 47TB 16 TB

« 4K block SAS disks (internal or vSCSI attached)

4096 byte block size LUNs (Note 1): 2TB 16 TB

« 4K block SAS disks (vSCSI attached)
« FlashSystems LUNs

Note 1 — Actual limit is one block short of the max shown in the table.

Note that for all 512/520 block disks/LUNs, the maximum size is still up to 2 TB. This includes 5xx block SAS disks (internal or vSCSI attached),
DS8000 LUNs, and IBM Storwize family LUNs.

For more information about these limits, and others, see IBM Knowledge Center Miscellaneous Limits topic.

IBMi 7.4 only




Programs may even run faster at 7.4

There is talk that programs created for 7.4
may actually run faster too

IBM has found evidence of this but is still
reviewing the findings before going public

What does created for 7.4 mean?
Recompilation
Object Conversion - STROBJCVN
Translation - QBNCVTPLST

Simple IBM i program and module conversion

No retranslation of programs is required to work with IBM i 7.3 or IBM i 7.2. However, there are times when a retranslation may be beneficial to ensure that programs are using the latest technology updates
for performance, efficiency, and so on. For this purpose, IBM is providing the new QBNCVTPGM tool. See the Simple IBM i program and module conversion technical article for more information.

Note: The article references CL program source that can be downloaded. The following link can be used to download the source:
QBNCVTPLST CL Program

IBMi 7.4 only



New hardware support

Hardware

.1/0

- PCle4 2-port 100 Gb ROCE EN adapter adds dedicated and native SR-IOV NIC, and
dedicated and native SR-IOV RoCE

- PCle 2-port Ethernet adapters add dedicated and native SR-IOV RoCE
- PCle3 6-Slot Fanout Module for PCle3 Expansion Drawer
- PCle x16 to CXP Converter Card
- New Enterprise SSDs
- New Mainstream SSDs

PCle4d is IBM i 7.4 only, others available at 7.3, check with IBM for 7.2



Speed Boost from Spectre / Meltdown

If you don’t use cloud, consider turning off Speculative Mitigations

Copyright © 2002, 2018 IBM Corporation

\dvanced System Manag e Al rights reserved

You can do this in hardware
using HMC / ASMI

And at the LPAR level in SST

Display Formatted Data
Page/Line. . .
Columns. . . :

DISPLAY/ALTER/DUMP
Running macro: OXMITIGATIONS DISPLAY
System-Wide Translator Mitigation Controls
OX level: 5

Mitigations disabled

POWERS8 & POWER9 for hardware, IBM i 7.4 to 7.1 for SST




Questions?
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